UBND THANH PHO HA NOI CONG HOA XA HQI CHU NGHIA VIET NAM

SO QUY HOACH-KIEN TRUC Djc 13p-Tu do-Hanh phiic
S6: zf@(S /QHKT-SQH-VP Ha Noi, ngay 3 thangd) nam 2024
THU MOI THAM PINH GIA

Dich vu Thué May chu thugc hang muc
thué dich vu CNTT: Phan mém Hé thong thong tin quy hoach

Kinh giri: Céc Cong ty/don vi c6 chirc ning tham dinh gia

Can cir Lut P4u thau ngay 23 thang 6 nam 2023

Can cir Nghi dinh 5O 24/2024/ND-CP ngay 27 thang 02 nam 2024 cua
Chinh phu v€ Quy dinh chi tiét mot s6 diéu va bién phap thi hanh Luat Dau thau
va lua chon nha thau;

Can cir Nghi dinh s6 73/2019/ND-CP ngay 05/9/2019 cua Chinh phu quy
dinh quan ly dau tu img dung céng nghé thong tin str dung ngudn von ngan sach
nha nudc;

Can ctr Nghi dinh s 82/2024/ND-CP ngay 10/7/2024 cta Chinh phu sira
d6i, bd sung mot sé diéu ciia Nghi dinh sé 73/2019/ND-CP ngay 05/9/2019 cua
Chinh phu quy dinh quan ly dau tu tng dung cong nghé théng tin st dung
ngudn vén ngan sach nha nude.

Hién nay, S& Quy hoach - Klen trac dang thuc hién viéc didu chinh Ké
hoach thué dich vu CNTT: Phian mém hé thong thong tin quy hoach. Trong d6
c6 hang muc: Thué May chu.

Pé ¢6 co so xdy dung du toan va lua chon don vi cung cép dich vu tham
dinh gia theo quy dinh hién hanh, S& Quy hoach - Kién tric moi Quy Cong
ty/don vi guri bao gia dich vu tham dinh gid dich vu: Thué May chu thudc hang
muc thué dich vu CNTT: Phan mém Hé théng thong tin quy hoach (Chi tiét xem
tai phu luc guri kem)

Ho so dang ky tham gia gom:

I. Cong van dang ky tham gia thuc hién tham dinh gia dich vu: Thué May
chu thuoc hang muc thué dich vu CNTT: Phian mém Hé théng thong tin quy
hoach ctia S& Quy hoach - Kién tric.

2. Ho so nang luc cta don vi. (Trong qua trinh thuc hién néu c6 noi dung
nao chua rd xin trao doi thong tin véi: 6ng Trinh Quang Diing (sdt:
0903234262), Truong phong Phong Quan ly sau Quy hoach; 6ng Nguyén Thanh
Chinh (sdt: 0989383530), Phé Chanh Van phong hodc 6ng Nguyén Vin Ha (sdt:
0984695116), chuyén vién Van phong.



Thoi gian nhén ho so: Trong vong 3 ngay lam viéc ké tir ngay dugc dang
trén Cong thong tin dién tdr cia S& Quy hoach - Kién tric
(http://ghkt.hanoi.gov.vn).

Dia chi nh;‘m hd so: S& Quy ,hoach — Kién trtc, sb 31B, phé Trang Thi,
phuong Hang Trong, quan Hoan Kiém, Ha Noi

S& Quy hoach - Kién tric tran trong thong béo./.
Tréan trong cam on./.

Noi nhin: y~ KT. GIAM POC Iy
- Nhur trén; PHO GIAM POC

- Giam dbc S& (dé blc);

- PGD N.B.Nguyén;

- VPS: dé dang tai lén Céng TTDT;
- Luu: VT, CNTT.

W &



http://qhkt.hanoi.gov.vn

PHU LUC

YEU CAU KY THUAT THUE DICH VU MAY CHU
(kéem theo Cong van so 4’6{5 /QHKT-VP ngay 3( thang AD  nam 2024
cua So Quy hoach — Kién tric)

vu

ST e RS Y" 2
Pl e ;m cau
I Thoi gian cung cip
Nha cung cdp dich vu dam bao trién khai
1 Thoi gian trién khai hoan thanh dua vao st dung trong vong 5 ngay
ké tir thoi diém ky hop ddng
) Thoi gian cung cdp dich 5 nam (hodc 60 thang) ké tir ngay ky hop

dong.

I1

Yéu cau vé ning luc nha cung cap dich vu

Yéu cau va cam két dich
vu

- Thiét ké ha tang phia duéi phai dam bao tinh
du phong cua tat ca cic thanh phan dé hu hong
bat ctr thanh phan nao cia hé thong ciing khong
gdy downtime dich vu ctia khach hang.

- Pam bao ti 16 Uptime hang thang tdi thiéu
99.99% cho dich vu may chu do. Bam bao nhan
luc can bd hd tro ky thuat 24/7 trong toan bd
thoi gian cung cap.

Theo dai thuong xuyén va chu dong cép nhat
céc ban cap nhat, va 18i ¢ 16p ha tang c¢6 nguy co
anh huong dén do sin sang va tinh toan ven dir
liu cia khach hang.

Nang luc cung cép dich
vu Trung tam dr li¢u
(TTDL)

Nha thau da c¢6 kinh nghiém cung cip dich vu
TTDL t6i thiéu 5 nam.

Nang luc cung cép dich
vu Cloud

Nha thau da ¢6 kinh nghiém cung cap dich vu
Cloud t6i thiéu 5 nam.




III | Cac yéu cau thong sé ky thuit chi tiét
1 Yéu ciu vé diéu kién ha ting
Nha cung cép dich vu sé hiru ching chi Tier
1. Tiéu chuén trung tam dir | 3/Rated3 Contructed Facilities con hiéu luc, do

liu

cac to chtrc ¢6 chirc nang cong bo rong rai trén
website uptimeinstitute.com hodc tiaonline.org

1 Quy mo trung tam dir Nha cung cép dich vu ¢6 téi thiéu mot TTDL
2 |liéu tai dia diém la thanh phé Ha Noi
A ot o Toa nha Data Center thiét ké myc dich danh
Dia diém 6n dinh )= .
riéng cho trung tam dir licu.
| ‘ Chf{ng fhi ‘Vé an ‘toan, Nha cung cép dich vu dat cac ching chi lién
A bao m4t théng tin quan t6i bao mat nhu: ISO 27001:2013,
27017:2015
Nha cung cip dich vu dat chimg nhan nén
tang Cloud dat tiéu chuan theo van ban sb
1145/BTTTT-CATTT ngay 03/4/2020 va vin
1. | Hé théng quan Iy chét|ban sé 2612/BTTTT-CATTT ngay 17/7/2021
4 luong cua BY Thong tin va Truyén thong.
Nha cung cip dich vu dép (g céc tiéu chuin
ISO 9001:2015, ISO/TEC 20000-1:2018
2 Ha tang Cloud
2. ; "
| Tinh ning dich vu
- Hé théng duoc thiét theo mo hinh nhidu
viing (region) khac nhau. Mdi region phai c6 toi
2. Thidt ké hé théng thiéu 2 AZ (avalability zones) dé ting tinh du
1.1 ' phong cho hé théng cuia khach hang.
, M, 5 A ’ A . - I . ”
5 Téi nguybn CPU ofp ¢hio ay chu vat ly cap cho may ao véi chip su

dung Intel Gold hodc tuwong duong, san xuat tir




1.2

may ao

nam 2018 trd di.

Tde do xung nhip CPU trén may chu vat ly tdi
thiéu 2.4 GHz.

2. | Tai én RAM ¢ o
@ eyl “P | Taj nguyén RAM sir dung ti thiéu DDR4
1.3 | cho may 4o
2. Dic tinh yéu cu ctia may
1.2 | ao Cloud

May chu 4o

May chi (VM) cta khich hang c6 thé dugc
chuyén tir AZ nay qua AZ khac ma khong anh
hudng toi hoat dong cta may chu, hé théng (tinh
ndng live migration) gitra cac AZ.

Pa dang cac 16p tinh toan (compute) dé khach
hang ¢6 thé lya chon tuy theo yéu cau cta tng
dung, hé thong.

C6 thé thém néng tai nguyén CPU, RAM,
DISK (hot add) cho méy chu 40 ma khong lam
anh huong téi hoat dong cua may chu ao do.

HG tro tinh cho phép khach hang thiét lap
chinh séch dé yéu cdu cic may chii 40 nam trén
cung mot host vay 1y hodc bat bude khac host
khi c6 nhu cau.

Luu trir

Pa dang céc 16p luu trit (storage) dé khach
hang c6 thé Iwa chon phan 16p ¢6 dédc tinh phu
hop tiy theo yéu cau ctia ng dung, hé thong.

Tinh ndng mang -
Software Define Network
(SDN)

Cho phép trién khai cdc mang logical layer 2
va kha ning két néi mo rong 1én thiét bi dinh
tuyén (vRouter, vFirewall) dé két ndi lien vung,
lién Trung tam dir licu.

Hb tro dinh tuyén tinh va cac giao thic dinh
tuyén dong (OSPF,BGP) bao gém ca Ipvé.

Tuong ltra dang statefull phan phdi trén toan
bo moi truong vai chinh sach va quan ly tap
trung, cho phép kiém soat luu lugng.




Hd trg tinh niang Distributed Firewall cho
phép kiém sodt luu luong cuc bd ngay trong
cung mang LAN theo m6 hinh East-West.

Can bang tai Lop 4 — L6p 7 hd tro co ché SSL
offload, pass-through va health checks. Ho trg
application rules cho phép lap trinh va diéu
khién luu lugng thoéng qua GUI hoidc API.

Cung cip tinh nang mang riéng a0 (VPN)
[PSec VPN (Site-to-Site) va SSLL VPN (Client to
Site)

i ; Yéu ciu vé tai nguyén cho nhu cau sir dung
CPU > 16vCPU
RAM > 128 GB
O cimg SSD: > 300GB
HDD: > 5TB
Window sever SO lugng: 1, doi tir 2019
SQL sever SO lugng: 1, doi tir 2019
2' YA A Ay A
3 éu cau veé tai nguyén mang
2; » e :
31 Tai nguyén yéu cau IPv4 public: > 1 IP
[Pv6 public: > 1 IP
Bang thong Internet: > 300 Mbps
Bing théng chuyén mach noi bd: > 1000
Mbps
Dit liéu Iuu chuyén: khong giGi han
v Dijc tinh yéu clu H6 trg két néi mang > 1Gbps giira cic may
3.2 chu ao trong cum

Nha thau sin c6 céac thiét bi a0 héa mang:




tuong ltra a0, chuyén mach ao trong cum dam
may ma chu dau tu thué

Yéu cau vé Portal quan tri dich vu

Dac tinh cua portal

Giai phap Cloud Management c6 co ché multi
tenancy, resource pooling.

C6 kha nang luu vét logs (audit logs).

Co6 kha nang quan ly cac template, file ISO
va console vao may ao ké ca khi may ao khong
¢6 két ndi (console out of band).

Quan tri cadc may ao

Cho phép Khach hang chu dong khoi tao,
ning cip, x0a cac may chu 4o, cac anh chup
(snapshot).

H6 tro cac tinh nang co ban: tat, mo, khoi
dong, tam dirng may; doi tén may; console, reset
mat khau ctia Guest OS.

C6 kha niang giam sat tai nguyén hé thong
(CPU, RAM, Disk) cdc may chu ao

Quan tri hé théng mang

Cho phép khach hang chu dong thiét ké, cau
hinh so dd mang ao cua hé thong: Phan chia
zone (DMZ, APP, DB), IP/Subnet.

Céu hinh cac chirc nang thiét bi mang ao
(Virtual Switch, Virtual Firewall, Virtual Load
Balancer).

Quan tri nguoi dung

H trg da dang co ché chung thue: local,
external authentication (LDAP va SAML).

Quan ly, phan quyén truy cdp cho user quan
tri.

Thiét lap céc chinh sach dich vu, kiém soat
nhat ky, su kién.

Yéu cau vé cam két chat
luong dich vu




SLA

D6 kha dung > 99,99 %

HG tro dich vu

C6 doi ngii hd tro ky thuat 24/7

3 Dich vu sao luvu
3. 2 sl
I Tai nguyén yéu cau
S6 lugng may chi dugc > 5 may
sao luu
Sao luu tong thé (Full) > 1 ban/may chu, tan sut 1 tuan/lan
Sao luu Incremetal 2 2 ban/may Chf’ : ,
Dung lugng moi ban incremetal toi thiéu >
10% dung lugng ban full
3. TNl
) Dic tinh yéu cau
: » ‘ 2 < 2 A t, \ -, ’ , ~ X
3 Ve iyt plip i Kha‘nangT nzor rm}g ch’ thm‘ déap Ung yéu cau
2.1 nang cap md rong cua khéach hang.

Kha nang m¢ rong khong gay gian doan dich
vu, khong anh hudng dén dir liéu da duge sao
luu trude do.

3 P e bt Ho tro da dang co ché sao luu: Incremental,
22 S full, synthetic full, active full

Sao luu toan by may chu ao

Cho phép tao nhiéu job backup dong thoi

Cho phép khach hang chu dong tao, thay doi
lich sao lru cia cac may chu ao

Cho phép khach hang cau hinh chinh sach luu
trir nhiéu phién ban.

Cho phép lich sao luu hang ngay, hang thang

Co6 tinh ndng théng bao cho khach hang qua
email khi cac job hoan thanh, 16i,..




Cho phép khoi phuc theo hinh thirc ghi de 1én

3. ' ; phién ban hién tai hodc gilr lai phién ban hién tai
Tinh nang khoi ph : T : - o
3.3 R N R dé dam bao an toan cho hé théng chinh chay
dich vu.

Co6 tinh nang “Restore Point in Time” — khoi
phuc tir bat ¢t thoi diém nao trong chudi sao luu
toan ven (Backup chain)

3: Bigpal sy iy C(’)Aportzil dé’ qué}n tri dich vu cho phép khai
2.4 tao, cap nhat, x6a cac Backup Job.

Cho phép khach hang quan tri, ciu hinh, gidm
sat toan bd cac Backup Job

Chu dong cau hinh thiét 1ap sé lugng ban sao
luu du phong cho mot chu ky backup

Thiét 1ap cau hinh nhan thong bio cho modi
lan thye thi backup job.

4 Yéu ciu vé kha ning két ndi

C6 kha ning cho phép nhiéu loai két nbi gitra

cac may chi dén cac dia diém bén ngoai (vin
1 K&t ndi ra bén ngoai cum phong, chi nhanh) linh hoat.
C6 kha nang thiét lap cac kénh VPN trén
dudng truyén internet dé ting tinh bao mat
5 Yéu ciu vé dich vu biao mat
5, Network Firewall G
1
oo Co
Fi Web“ WAF AR > 3 Subdomain
Irewiall { ) > 30 request/second
- Chéan tan cong TOP 10 OWASP
- - Quan ly DNS
2 - Quan ly BOT (Good bot & bad bot)

- Hd tro Free SSL

- Ho trg IPv6

- Théng ké va theo doi luong khach truy cap
Web




- Giadm sat bang thong

Hb tro ky thuat

Kénh hd trg, tiép nhan | HJ trg 24/7 qua nhiéu kénh (hotline, ticket,
thong tin email)

Thoi gian tiép nhan va xir

£ < , A 4 . A A A
1 yéu chu < 15 phut (Ké tir khi nhén dugc yéu cau).
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