
UBND THANH PHO HA NOl
SO QUY HOACH-KIEN TRUC

S6: ^/5/qhkt-sqh-vp

CONG HOA XA HOI CHU NGHIA VIET NAM 
Poc lap-Tu' do-Hanh phuc

Ha N6i, ngay £( thdngJQ nam 2024

thlt m6>i thAm pinh gia
Dich vu Thue May chii thuoc hang muc 

thue djch vu CNTT: Phan mem He thong thong tin quy hoach

Kinh gin: Cac Cong ty/don vi co chuc nang tham dinh gia

Can cu Luat Bau than ngay 23 thang 6 nam 2023
Can cu Nghi dinh so 24/2024/ND-CP ngay 27 thang 02 nam 2024 cua 

Chinh phu ve Quy dinh chi tiet mot so dieu va bien phap thi hanh Luat Bau thau 
va lira chon nha thau;

Can cu Nghi dinh so 73/2019/NB-CP ngay 05/9/2019 cua Chinh phu quy 
djnh quan ly dau tu ung dung cong nghe thong tin sir dung nguon von ngan sach 
nha nude;

Can cu Nghi dinh so 82/2024/NB-CP ngay 10/7/2024 cua Chinh phu sua 
doi, bo sung mot so dieu cua Nghi djnh so 73/2019/NB-CP ngay 05/9/2019 cua 
Chinh phu quy dinh quan ly dau tu ung dung cong nghe thong tin su dung

A A r \ rnguon von ngan sach nha nude.
Hien nay, Sd Quy hoach - Kien true dang thue hien viec dieu chinh Ke 

hoach thue djch vu CNTT: Phan mem he thong thong tin quy hoach. Trong do 
cd hang muc: Thue May chii.

Be cd co sd xay dung du toan va lira chon don vi cung cap dich vu tham 
dinh gia theo quy dinh hien hanh, Sd Quy hoach - Kien true mdi Quy Cong 
ty/don vi gui bao gia dich vu tham dinh gia dich vu: Thue May chu thuoc hang 
muc thue dich vu CNTT: Phan mem He thong thong tin quy hoach (Chi tiet xem 
tai phu luc gin kem)

A A

Ho so dang ky tham gia gdm:
1. Cong van dang ky tham gia thue hien tham dinh gia dich vu: Thue May 

chii thuoc hang muc thue djch vu CNTT: Phan mem He thong thong tin quy
•A rhoach ciia Sd Quy hoach - Kien true.

2. Ho so nang lire cua don vi. (Trong qua trinh thue hien neu cd noi dung 
nao chua ro xin trao ddi thong tin vdi: dng Trinh Quang Bung (sdt: 
0903234262), Truong phdng Phong Quan ly sau Quy hoach; dng Nguyen Thanh 
Chinh (sdt: 0989383530), Phd Chanh Van phdng hoac dng Nguyen Van Ha (sdt: 
09846951 16), chuyen vien Van phdng.
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*

Thai gian nhan ho so: Trong vong 3 ngay lam viec ke tu ngay duoc dang
• X rKien truetren Cong thong tin dien tu cua Sd Quy hoach 

(http://qhkt.hanoi.gov.vn).
Dia chi nhan ho so: Sd Quy hoach - Kien true, sd 3IB, phd Trang Thi,

f r

phudng Hang Trong, quan Hoan Kiem, Ha Ndi
Sd Quy hoach - Kien true tran trong thong bao./.
Tran trong cam on./.

KT. GIAM DOC Ik/ 

PHO GIAM DOC ^Nffi nhan:^
- Nhir tren;
- Giam doc So (de b/c);
- PGD N.B.Nguyen;
- VPS: de dang tai len C6ng TTDT;
- Liru: VT, CNTT. •0-1

u( ony ^ T
A KIEN TUtcJ*

a Nguyen
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PHU LUC
YEU CAU KY THUAT THUE DICH VU MAY CHU

(hem theo Cong van so /QHKT-VP ngay thangXQ nam 2024
cua Sa Quy hoach - Kien true)

ST
Yeu cau

T

r

Thoi gian cung capI

Nha cung cap dich vu dam bao trien khai 
hoan thanh dira vao sir dung trong vong 5 ngay 

ke tu thdi diem ky hap dong
Thai gian trien khai1

%

_ ■>

5 nam (hoac 60 thang) ke tir ngay ky hopThdi gian cung cap dich -o-
2

dong.vu

/\ A A AYeu cau ve nang luc nha cung cap djeh vuII
r r \

- Thiet ke ha tang phia dudi phai dam bao tinh 

dir phdng cua tat ca cac thanh phan de hir hong 

bat cu thanh phan nao cua he thong cung khong 

gay downtime dich vu ciia khach hang.
r t

- Dam bao ti le Uptime hang thang toi thieu 

99.99% cho djeh vu may chu ao. Dam bao nhan 

lire can bo hd tro ky thuat 24/7 trong toan bo
r

thdi gian cung cap.

Yeu cau va cam ket djeh
1 vu

Theo doi thirdng xuyen va chu dong cap nhat 
cac ban cap nhat, va loi d lop ha tang co nguy co 

anh hudng den do san sang va tinh toan ven du 

lieu cua khach hang.

Nang lire cung cap dich 

vu Trung tarn du lieu 

(TTDL)

Nha thau da co kinh nghiem cung cap djeh vu 

TTDL toi thieu 5 nam.2

Nha thau da co kinh nghiem cung cap djeh vu 

Cloud toi thieu 5 nam.
Nang lire cung cap djeh 

vu Cloud3
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Cac yen cau thong so ky thuat chi tietIII

Yen can ve dieu kien ha tang1
r

Nha cung cap djch vu sa huu chung chi Tier 

3/Rated3 Contructed Facilities con hieu lire, do 

cac to chuc co chuc nang cong bo rong rai tren 

website uptimeinstitute.com hoac tiaonline.org

Tieu chuan trung tarn du1.
1 lieu

r • ^ • 7Nha cung cap dich vu co toi thieu mot TTDL 

tai dia diem la thanh pho Ha Noi
1. Quy mo trung tarn dir

lieu2

Toa nha Data Center thiet ke muc dich danh 

rieng cho trung tarn du lieu.Dia diem on dinh

Chung chi ve an toan, 
bao mat thong tin

Nha cung cap djch vu dat cac chung chi lien 

quan tdi bao mat nhu: ISO 27001:2013, 
27017:2015

1.
3

Nha cung cap dich vu dat chung nhan nen 

tang Cloud dat tieu chuan theo van ban so 

1145/BTTTT-CATTT ngay 03/4/2020 va van 

ban s6 2612/BTTTT-CATTT ngay 17/7/2021 

cua Bo Thong tin va Truyen thong.
He thong quan ly chat 

lugng
1.

4

Nha cung cap dich vu dap ung cac tieu chuan 

ISO 9001:2015, ISO/IEC 20000-1:2018

Ha tang Cloud2

2. Tlnh nang djch vu
1

- He thong dugc thiet theo mo hinh nhieu
vung (region) khac nhau. Moi region phai co toi

*»
thieu 2 AZ (avalability zones) de tang tinh du 

/
phong cho he thong cua khach hang.

2.
Thiet ke he thong1.1

May chu vat ly cap cho may ao voi chip sir 
dung Intel Gold hoac tuong duong, san xuat tu

2. Tai nguyen CPU cap cho
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1.2 nam 2018 tra di.may ao
r f

Toe do xung nhjp CPU tren may chu vat ly toi 
thieu 2.4 GHz.

Tai nguyen RAM cap 

cho may ao
2.

Tai nguyen RAM su dung toi thieu DDR41.3

2. Dac tinh yeu cau cua may 

ao Cloud1.2

May chu (VM) ciia khach hang co the dugc
7

chuyen tu AZ nay qua AZ khac ma khong anh 

hudng toi boat dong cua may chu, he thong (tinh 

nang live migration) giira cac AZ.

May chu ao

Da dang cac lop tinh toan (compute) de khach 

hang co the lira chon tuy theo yen can cua img 

dung, he thong.

Co the them nong tai nguyen CPU, RAM, 
DISK (hot add) cho may chu ao ma khong lam 

anh hudng tdi boat dong cua may chu ao do.

s
;UY H 
KIEN

Ho tro tinh cho phep khach hang thiet lap
i y y

chinh sach de yeu cau cac may chu ao nam tren 

cung mot host vay ly hoac bat buoc khac host 
khi co nhu cau.

7

Da dang cac lop liru tru (storage) de khach 

hang co the lira chon phan lop co dac tinh phu 

hap tuy theo yeu cau cua ung dung, he thong.
Liru tru

Cho phep trien khai cac mang logical layer 2 

va kha nang ket noi mb rong len thiet bi dinh 

tuyen (vRouter, vFirewall) de ket noi lien vung, 
lien Trung tarn dir lieu.

Tinh nang mang 

Software Define Network 

(SDN)

Ho tro djnh tuyen tinh va cac giao thuc dinh 

tuyen dong (OSPF,BGP) bao gom ca Ipv6.
f

Tirdng lira dang statefull phan phdi tren toan 

bo mdi trudng vdi chinh sach va quan ly tap 

trung, cho phep kiem soat luu hrgng.
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Ho trg tinh nang Distributed Firewall cho 

phep kiem soat luu lirgng cue bo ngay trong 

cung mang LAN theo mo hinh East-West.

Can bang tai Lop 4 - Lop 7 ho trg co che SSL 

offload, pass-through va health checks. Ho trg 

application rules cho phep lap trinh va dieu
t

khien luu lugng thong qua GUI hoac API.
f

Cung cap tinh nang mang rieng ao (VPN) 

IPSec VPN (Site-to-Site) va SSL VPN (Client to 

Site)

2. A A A • A AYeu cau ve tai nguyen cho nhu cau sir dung1.3

CPU > 16vCPU

RAM > 128 GB

SSD: > 300GB6 cung
HDD: > STB

So lugng: 1, doi tu 2019Window sever

So lugng: 1, doi tu 2019SQL sever

2. AAA AYeu cau ve tai nguyen mang3

2. Tai nguyen yeu cau IPv4 public: > 1 IP3.1

IPv6 public: > 1 IP

Bang thong Internet: > 300 Mbps

Bang thong chuyen mach noi bo: > 1000 

Mbps

Du lieu luu chuyen: khong gidi han
** r r

Ho trg ket noi mang > IGbps giua cac may 

chu ao trong cum
2.

Dae tinh yeu cau
3.2

Nha thau san co cac thiet bj ao hoa mang:
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tuang lua ao, chuyen mach ao trong cum dam 

may ma chu dau tir thue

2.
Yen can ve Portal quan trj djch vu

4

Giai phap Cloud Management co ca che multi 
tenancy, resource pooling.

2.
Dac tinh cua portal4.1

Co kha nang luu vet logs (audit logs).

Co kha nang quan ly cac template, file ISO 

va console vao may ao ke ca khi may ao khong
r r

co ket noi (console out of band).

Cho phep Khach hang chu dong khoi tao, 
nang cap, xoa cac may chu ao. cac anh chup 

(snapshot).

2.
Quan trj cac may ao

4.2

Ho tro cac tinh nang co ban: tat, mo, khoi 
dong, tarn dtrng may; doi ten may; console, reset 
mat khau cua Guest OS.

-V
# r

Co kha nang giam sat tai nguyen he thong 

(CPU, RAM, Disk) cac may chu ao 9AC
TRU(

Cho phep khach hang chu dong thiet ke, cau 

hinh so do mang ao cua he thong: Phan chia 

zone (DMZ, APP, DB), IP/Subnet.

2. *> • 'Quan tri he thong mang
4.3

Cau hinh cac chuc nang thiet bj mang ao 

(Virtual Switch, Virtual Firewall, Virtual Load 

Balancer).

Ho tro da dang co che chung thirc: local, 
external authentication (LDAP va SAML).

2.
Quan tri ngirdi dung

4.4

Quan ly, phan quyen truy cap cho user quan
trj.

Thiet lap cac chinh sach djch vu, kiem soat 
nhat ky, sir kien.

Yeu can ve cam ket chat 
lirong djch vu

2.
5
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SLA Do kha dung > 99,99 %

Ho tro dich vu Co dpi ngu ho tro ky thuat 24/7

3 Djch vu sao luu

3. Tai nguyen yeu cau1
r

So lirong may chii dupe 

sao luu
> 5 may

Sao luu tong the (Full) 1 ban/may chii, tan suat 1 tuan/lan>

2 ban/may chu
Dung lupng moi ban incremetal toi thieu > 

10% dung lupng ban full

>Sao luu Incremetal

3.
Dae tinh yeu cau

2

Kha nang mo rpng tuc thoi, dap ung yeu can 

nang cap mo rpng cua khach hang.
3. Yeu cau giai phap2.1

Kha nang mo rpng khong gay gian doan djch 

vu, khong anh huong den du lieu da dupe sao 

luu truoc do.
*

Ho tro da dang co che sao luu: Incremental, 
full, synthetic full, active full

3.
Tinh nang sao luu

2.2

Sao luu toan bp may chii ao
* ^

Cho phep tao nhieu job backup dong thoi

Cho phep khach hang chii dong tao, thay doi 
lich sao luu cua cac may chu ao

Cho phep khach hang cau hinh chinh sach luu 

tru nhieu phien ban.

Cho phep lich sao luu hang ngay, hang thang

Co tinh nang thong bao cho khach hang qua 

email khi cac job hoan thanh. loi,..
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Cho phep khoi phuc theo hinh thuc ghi de len 

phien ban hien tai hoac giu lai phien ban hien tai 
de dam bao an loan cho he thong chinh chay 

dich vu.

3.
Tmh nang khoi phuc

2.3

Co tinh nang “Restore Point in Time” - khoi 
phuc tir bat cir thoi diem nao trong chuoi sao kru 

toan ven (Backup chain)

Co portal de quan trj djch vu cho phep khoi 
tao, cap nhat, xoa cac Backup Job.

3. Portal quan trj dich vu
2.4

Cho phep khach hang quan trj, cau hinh, giam 

sat toan bo cac Backup Job
r * r r

Chu dong cau hinh thiet lap so lirong ban sao 

luu du phong cho mot chu ky backup
e f -w ^

Thiet lap cau hinh nhan thong bao cho moi 
lan thuc thi backup job.

Yeu cau ve kha nang ket noi4

Co kha nang cho phep nhieu loai ket noi giua 

cac may chu den cac dia diem ben ngoai (van 

phong, chi nhanh) linh boat.

Co kha nang thiet lap cac kenh VPN tren 

duong truyen internet de tang tinh bao mat

4.
Ket noi ra ben ngoai cum1

/S A X AYen cau ve djch vu bao mat5

CoNetwork Firewall5.
1

CoApplicationWeb > 3 Subdomain
> 30 request/second
- Chan tan cong TOP 10 OWASP
- Quan ly DNS
- Quan ly BOT (Good bot & bad bot)
- Ho tro Free SSL
- H6 trg IPv6
- Thong ke va theo doi luong khach truy cap

Firewall (WAF)

5.
2

Web
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- Giam sat bang thong

Ho tr? ky thuat6

Kenh hd trg, tiep nhan 

thong tin
Ho trg 24/7 qua nhieu kenh (hotline, ticket, 

email)
6.

1

Thai gian tiep nhan va xu 

ly yeu cau
6. * \

< 15 phut (Ke tu khi nhan dugc yeu cau).2
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